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Abstract of the contribution: This contribution resolves an ENs remaining on Sol#16. 

Discussion 
There is one EN in solution #16:

Editor's note:
It is FFS whether and how to associate the UPF with the VPN in dynamic manner, e.g. link the newly selected UPF for a 5G VN group to the corresponding VPN, and remove the UPF released for a 5G VN group from the corresponding VPN.
When IP/E-VPNs are used, the UPFs participating as Provider Edges (PEs) in the N6 VPN need to be provided with information about the VPN (e.g. IP addresses of per UPE/PEs etc). This is typically done by O&M operations. Even if this can be done dynamically, i.e. dynamically adding and removing a UPF/PE from the IP/E-VPN, it is typically not coordinated with the establishment and release of PDU Sessions at the UPF. UPF/PEs that are part of the VPN but have no active PDU Sessions will thus still maintain the IP/E-VPN information, but may decide to not announce any routes (using BGP) or MAC addresses (using RSTP) and will thus not attract any traffic, apart from non-UE-specific traffic (e.g. broadcast) that may exist. When a first PDU Session is served by a UPF, the UPF can announce routes / MAC address as needed. In that sense the UPF/PE is not participating in the VPN when there are no PDU Sessions active on that UPF. 
It is proposed to clarify this and remove the EN. 
Proposal

It is proposed to update TR 23.700-74 as follows:

**** First Change ****

6.16
Solution #16: Use of N6 interconnect for 5G VN with multiple SMFs

6.16.1
Introduction

This solution addresses KI#4 on multiple SMFs for VN group communication.

Currently the 5G VN is assumed to be served by a single SMF. The reason for that is to allow the user plane for 5G VN to be controlled by a single controller (SMF) to enable N19 tunnel management. Since the SMF manages all PDU Sessions and controls all UPFs, that SMF can ensure that relevant N19 tunnels are established and forwarding rules are provided to the involved UPFs. Other 5G VN features than N19 are not dependent on the use of a single SMF.

This solution generalizes the support of 5G VN to multiple SMFs by enabling transport for traffic that goes between UE served by different SMFs. This allows a 5G VN to be deployed by multiple SMFs (or multiple SMF Sets).

6.16.2
Functional Description

6.16.2.1
General

One of the main ideas with 5G VN is to allow an operator to create a virtual network where UEs can communicate with each other as well as with a DN.

As described in e.g. clauses 5.8.2.13 and 5.29.3 of TS 23.501 [2], a 5G VN supports connectivity via N6. In 5GS in general, the N6 interface has two purposes that applies also to 5G VN: allow the UEs (5G VN group members) to access entities (e.g. servers) on the DN and enable UE-to-UE communication between UEs served by different SMFs/UPFs.

In this solution two deployment scenarios are considered:

1)
A 5G VN deployment scenarios with a "native" N6 access from UPF to a DN. The UPF thus have access to a "native" DN that supports Ethernet in case of Ethernet PDU Sessions and IP payload in case of IP PDU Session types.

2)
Another 5G VN deployment scenario where there may not be a "native" N6 or DN. Instead, the N6 interface may be running over an underlying transport network. The N6 interface and the DN is thus a virtual network on top of this underlay transport network.

The support of the two deployment scenarios above is optional and only required when a 5G VN involves multiple SMFs, unless the SMFs are deployed in a single SMF Set that is able to handle N19 forwarding as described in solution #3.

6.16.2.2
Native N6

In this deployment a native N6 exists, i.e. with either an Ethernet connection towards Ethernet bridge(s) on the DN in case of Ethernet PDU Session, or an IP connection towards IP router(s) for IP based PDU Sessions. Any up-link traffic that is sent onto N6 will be forwarded/routed towards the destination based on the destination MAC address or IP address, respectively.

Forwarding between UEs served by different SMFs is done via the bridged/routed N6 network (DN). This is further illustrated in Figure 1. Forwarding between UEs served by the same SMF may (optionally) utilize N19 tunnels, as per rel-17. The figure shows a single router/bridge for simplicity, but there may be multiple routers/bridges in the DN. The solution also supports communication with hosts/servers on the DN, if needed.

The UPFs supporting a specific DNN/S-NSSAI corresponding to a 5G VN group associate this DNN/S-NSSAI with the corresponding N6 interface(s) e.g. via configuration between the network instance associated with the 5G VN group and the relevant N6 interfaces.
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Figure 6.16.2-1: Traffic forwarding between UEs served by different SMFs via native N6

6.16.2.3
N6 overlay

In this deployment the N6 interface is running over an underlying transport network, similar to how N3, N9 and N19 GTP-U tunnels are running over an underlying transport network. The N6 network (DN) is in this case a virtual (overlay) network created on top of a (underlay) transport network. This is a common deployment today and there are multiple well-established technologies for handling packet transport and routing/bridging in such deployments, including IP VPNs (or L3VPNs) and E-VPNs. Both IPVPN and EVPN are standardized by IETF in a number of RFCs. There are several other VPN technologies available, and different technologies may fit different operator deployments. The intention is not to standardize a specific VPN solution in 3GPP (examples of VPN solutions could however be made).

Forwarding between UEs served by different SMFs is done via the VPN. Forwarding between UEs served by the same SMF may (optionally) utilize N19 tunnels, as per rel-17. This is further illustrated in Figure 2 where the Provider Edge (PE) router functionality is shown. The solution also supports communication with hosts/servers on the DN, if needed. To enable connectivity with networks on the DN, "standalone" PE routers can also be included in the VPN (as shown in the figure 2). This is however optional and if only UE-to-UE communication is desired, separate PE routers are not needed. The figure shows a single separate PE, but there may be multiple PEs in the VPN.

Since the IP/E-VPN is a virtual network running over an underlay IP network, the routers in the underlay transport network have no visibility into VPN tunnels, they simply provide connectivity from one PE router to another, similar to how it works for GTP-U.

The UPFs supporting a specific DNN/S-NSSAI corresponding to a 5G VN group associate this DNN/S-NSSAI with the corresponding VPN e.g. via configuration between the network instance associated with the 5G VN group and the relevant VPN information, such as information about peer PE(s) or information on how to get the necessary connectivity to the peer PE(s). 
UPFs participating as Provider Edges (PEs) need to be provided with information about the IP/E-VPN (e.g. per UPE/PEs etc.). This is typically done by O&M. Even if this can be done dynamically, i.e. adding and removing a UPF/PE from the IP/E-VPN, it is typically not coordinated with the establishment and release of PDU Sessions. It is possible for the operator to pre-configure relevant UPF/PEs in advance irrespective of the number of PDU Sessions. It can be noted that even for 5GVNs, UPFs need to be configured with other information such as network instance values. UPF/PEs that are part of the VPN but have no active PDU Sessions will still maintain the IP/E-VPN information but may decide to not announce any routes (using BGP) or MAC addresses (using RSTP) and will thus not attract any UE traffic. When a first PDU Session is served by a UPF, the UPF announces routes / MAC address as needed. 
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Figure 6.16.2-2: Traffic forwarding between UEs served by different SMFs via IP/E-VPN

6.16.2.4
Traffic routing/forwarding

The traffic routing/forwarding in both solutions above are based on existing technologies.

For native N6 deployments with IP PDU Sessions, regular IP routing by IP routers in the DN ensures that UE-to-UE traffic reaches the UPF that serves the target UE IP address. For Ethernet PDU Sessions, Ethernet bridges in the DN performs forwarding of Ethernet frames based on IEEE mechanisms.

For VPN deployments, it is the PE router functionality that performs IP routing or Ethernet forwarding towards target destination based on either IP routing protocols or Ethernet/IEEE based forwarding. These are old and proven technologies that have worked in the field in carrier-grade environments for many years. There seems to be no need to re-invent the wheel in 3GPP.

The routing information on N6 (VPN) is updated via IETF based mechanisms that do not require further 3GPP standardization. For IP PDU Sessions, routing protocols such as Border Gateway Protocol (BGP) are used between the PE/UPFs over the VPN to ensure that packets are forwarded to the right UPF based on destination IP address. For Ethernet PDU Sessions, IEEE protocols such as Rapid Spanning Tree Protocol (RSTP) are used to exchange information between the PE/UPFs about what MAC addresses are available at what ports. This also ensures a loop free forwarding.

6.16.3
Procedures

3GPP procedures are not impacted by this solution.

6.16.4
Impacts on existing entities and interfaces

UPF: Support of VPN solution towards N6, e.g. to act as Provider Edge router in IP/E VPN solution based on IETF RFCs.

The solution assumes that the PSA UPFs of the 5G VN group are either:
-
connected via N6 to a "native" DN where the UE's Ethernet (PDU Session type Ethernet) or IP traffic (IP based PDU Session types) can be forwarded; or
-
connected via N6 to an IP based transport network which allows IP connectivity between the PSA UPFs.

Several VPN solutions exist based on IETF standards and in deployments. Examples of VPN solutions could be documented in a 3GPP annex to show the IETF protocols that are already available.

**** End of Changes ****
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